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Abstract. The migration towards digital currency appears inevitable.
Technical designs for digital cash have been put forward since the 1980s.
For every technical problem, from prevention of double spending to di-
visibility of coins to privacy protection, creative cryptographers have
offered some technical solution. But no design solved all problems simul-
taneously, because some of the requirements are inherently contradictory.
Society is at a crossroads. A new version of the financial infrastructure of
the digital society is being built under our feet, from cryptocurrencies and
CBDCs to DeFi, but without a clear architectural design and without any
explicit agreement about the necessary trade-offs. We must be creative in
envisaging new solutions but also vigilant in anticipating the long-term
consequences, for all parties, of any proposed approach: it will be hard
to displace any technology that is widely deployed.

In this position paper we offer a bird’s eye overview of important un-
resolved problems for digital currencies and decentralised finance, high-
lighting the societal, financial and political problems where a trade-off
between conflicting requirements must be struck.

We believe it is imperative that we carry out this analysis ahead of
deployment and that we make explicit choices about the properties that
the financial infrastructure of the digital society must guarantee. Failure
to do so risks locking us into an architecture that will unfairly benefit a
few early movers with vested interests, to everyone else’s detriment.

1 Introduction

Perhaps the best way for me to honour my brilliant PhD supervisor Ross An-
derson is to attempt to follow his lead and venture beyond the narrow technical
boundaries of security, so as to address a forthcoming societal problem that
requires a long-term vision and an interdisciplinary approach. In this position
paper I won’t offer any solutions. We need to start with the questions.

The days of cash are numbered. It seems inevitable that cash will eventually
become digital. We are not talking merely of payment methods becoming digital
(tap watch to pay for coffee) but actually of currency itself becoming digital
and, crucially, programmable, with banknotes and coins eventually disappearing,
despite assurances to the contrary to avoid a public backlash.
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The core technical problem of using a string of bits as cash! has been exten-
sively studied by cryptographers since the early 1980s, starting with Chaum’s
pioneering inventions [8,6,7]; but only with the emergence of Bitcoin [15] has dig-
ital cash reached public awareness. Although today’s highly volatile cryptocur-
rencies are unsuitable as either a medium of exchange or a store of value, they
have still become a three-trillion-dollar asset class. Meanwhile, the world’s major
economies have been planning for Central Bank Digital Currencies (CBDCs)—
despite considerable scepticism from both within [21,10] and outside [13,18].

Triggered by the Bitcoin revolution [3,16], various innovations have flourished
around “blockchain” (a distributed tamper-proof ledger that no single party could
manipulate), made programmable by the Smart Contracts originally proposed by
Szabo [19] and then first implemented by Ethereum [5]. Under the paradigm of
Decentralised Finance (DeFi) [22], financial actors may interact with each other
through programmed contracts that are automatically enforced and executed
without having to trust an intermediary such as a bank or a broker.

On this technology, platforms have emerged that enable peer-to-peer lending,
trading, currency exchange, arbitrage, speculation, options, futures and so forth,
importing the ideas and mechanisms of traditional finance into a disintermedi-
ated (and, so far, largely unregulated) parallel universe [17].

Many more original ideas are being explored in this financial Wild West,
which still moves more quickly than the regulators.

2 The problem

The shift to digital currency and DeFi will cause radical transformations in the
digital society. We are living this process moment by moment and we have dif-
ficulty seeing the big picture of what is happening; but it is imperative that we
do. We might list various desirable properties for digital currency (unforgeability,
privacy, divisibility, offline operation, trustworthiness, usability, robustness, re-
coverability, traceability and so forth)—and indeed clever techies have invented
cryptographic methods to implement each of them—but it is impossible to build
a version of digital currency with all of these good properties simultaneously,
because some of them are inherently in conflict with each other.?

We need a long-term, big-picture vision. I believe we must first understand
where we are, understand what the technology plausibly allows us to do, under-
stand the constraints of the design space and understand the benefits and pitfalls
of a hypothetical global deployment of each of the plausible variants and inno-
vations. Then, systematise these future scenarios to inform the general public
and the key decision makers before committing to any particular implementation
that will exclude the alternatives and will be hard to change, once entrenched,
because of backwards compatibility shackles.

1 A seeming impossibility: bits are inherently copiable, which opens the door to mul-
tiple spending [7].
2 Cfr. questions 2, 3 and 4 in the next section.
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Open questions

Research questions that need exploring include the following. Although some of
them may have already attracted substantial attention, we are still far from a
holistic perspective.

1.

What desirable properties should digital currencies and DeF1i possess, for the
greater good of the citizens of the digital society?

Where is the correct trade-off between ensuring that digital money retains its
purchasing power? versus allowing governments and central banks to respond
promptly with cash injections to potentially catastrophic emergencies such
as COVID-19, the invasion of Ukraine or the inevitable recessions caused by
economic cycles? On the macroeconomic front, central banks will obviously
want to retain control of the levers that allow them to steer their country’s
economy, including the ability to print more money. Are cryptocurrencies so
destabilizing to traditional monetary policies that they will be banned, as
argued by Dalio [14]?

Where is the correct trade-off between the privacy afforded by cryptocur-
rency transactions [1] and the traceability required to prevent large-scale
criminal abuse such as ransomware and tax evasion? While it is clearly un-
desirable to allow the bad guys to operate undetected, it would be just
as bad to deploy a financial infrastructure that allowed pervasive surveil-
lance by the State: evil governments would readily use such powers to crush
their opposition. This trade-off has been discussed extensively but perhaps
a new taxonomy might help, and it would be interesting to study how much
anonymity and unlinkability the regulators of a non-evil government would
still tolerate.

What other pairs of desirable properties of digital currencies and DeF1i result
in irreconcilable tensions where we can’t have both and a trade-off must
be sought? It would be a useful contribution to identify as many of these
constraints as possible.

At the “meta” level, for such tussles that involve the fabric of the digital
economy and thus affect all its citizens, what decision method would ensure
the fairest outcome? One-head, one-vote? Centralised decision by elected
representatives? Decentralised democratic decision making? Across national
boundaries (cfr. question 6)?7 One-country, one-vote? GDP-weighted? Strong
vested interests as to what “fairness” even means. .. Quite political!

Digital currencies and DeFi, as a common good, must be trans-national.
Clearly each central bank will want to impose its own constraints and retain
control of the money supply, yet international interoperability remains key.
Is it possible to build a technological foundation that, like the Internet,
works interoperably despite the local pieces being built and managed by
mutually mistrustful principals? On a related note, is it possible to build a

3 As Bitcoin originally set out to do in the wake of the 2008 financial crisis and

subsequent quantitative easing.



10.

Frank Stajano

trans-national technological foundation (the “laws of physics” of the digital
universe) that a rogue evil government would not be able to subvert just by
defining new national laws?

How to guarantee the redeemability of our digital assets against actual buy-
ing power when the digital trading platform is not under our own jurisdic-
tion?

Though fintech startups have shorter time horizons, from a perspective that
spans centuries (such as Dalio’s [12]) we must envisage major disruptions
such as the demise of the US dollar as the world’s reserve currency—or
even World War 3. The first two World Wars caused major resets of the
world’s monetary systems.* How should such big-picture awareness inform
the design of the world’s digital money infrastructure from a macroeconomic
viewpoint? Will anything, besides gold, remain a reliable store of value and
retain international trust? Will CBDCs only ever be fiat money?® What
will make the CBDC of another country trustworthy? Technologically and
economically, these are ultimately architectural questions about the limits of
what is feasible. But the political power issues around control of the world’s
reserve currency are even more significant; in imagining the future we cannot
pretend to ignore that such dramatic power shifts will be accompanied by
large-scale military conflicts.

Boiling things down to the essentials, what are the substantial points of
agreement and disagreement between the properties of the CBDCs (e-dollar,
e-yuan, e-euro and so forth) that have been put forward in the white papers
of the world’s major central banks? Which of the disagreements would make
these currencies incompatible, to what extent and with what consequences?
Which of the incompatible alternatives is most “fair” to the various classes
of citizens of the digital society? What can we learn from the small-scale
trials that have already been carried out, for example in China with expiring
digital yuan [4]?

Similarly, what are the key common points and key distinguishers of the ma-
jor decentralised cryptocurrencies? Can we articulate their original visions
and how they compare to what those cryptocurrencies have morphed into to-
day?® Are there any invariants? What can we learn from these experiments?
What happened that had not been expected at design time?

4 Cfr. hyperinflation and ultimately the demise of German Mark after WW1; and

Bretton Woods after WW2.

5 Note how being tethered to the US dollar, or even to a basket of fiat currencies,

as some stablecoins [9] do, is still rather different from being redeemable for gold.
And what would “redeemable for gold” even mean in a decentralised transnational
context? Which principal would be making the underlying promise to pay out in
gold, and why should anyone trust them to uphold it? Recall how Russia never
returned the 90+ tonnes of gold that Romania sent there for safeguarding in 1916.
Bitcoin, for one, is now radically different in many important dimensions from what
its 2008 white paper envisaged—it is only used for speculation rather than as a
medium of exchange and mining is now concentrated in the hands of a few large
consortia rather than distributed among all participants, to cite but two.
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11. What are the incentives and interests of the incumbent players that DeFi
and digital cash might displace, such as retail banks, credit card companies,
stock brokers and so forth? How might such incentives influence and possibly
distort the transition? What new roles could these actors take on, if any, that
might leverage and exploit their existing infrastructure?

12. How to prevent digital exclusion? How will the elderly and the digitally illit-
erate deal with digital currency? (We see the teething problems already with
digital payments, even if still based on traditional currency.) How to cater
for those who, mistrusting computers, will never agree to give up physical
cash? How to make the new digital systems reliable and recoverable in the
face of both accidental errors and fraud? How to ensure that ordinary people
won’t lose their life savings just because a digital wallet or a crypto key or
some other geeky gobbledygook was not backed up [20]?

13. DeFi substantially increased the attack surface for both technical attacks [23]
and (given its novelty, opacity and lack of regulation) for traditional frauds at
scale. While Mt. Gox’s 2014 collapse started with hacking incidents (but then
also involved accounting fraud from CEO Mark Karpelés), the FTX collapse
of 2022, in which CEO Sam Bankman-Fried was convicted of fraud, conspir-
acy and money laundering in excess of 10 billion USD, was substantially a
“traditional fraud” as opposed to a technical attack on the cryptocurrency
protocols. Unregulated business practices have been exploited (cfr. the 2023
Peraire-Bueno brothers’ MEV attack [11] on Ethereum). Could any archi-
tectural safeguards, such as formal verification, prevent such attacks, or will
attacker ingenuity always find something new [2]?

4 Conclusions

I strongly believe it would be unwise to leave it to a few enterprising techni-
cal innovators (or incumbent trillion-dollar internet giants), each with their own
vested interests, to define the specific subset of properties of the financial in-
frastructure of our future digital society, and for everyone else to have to accept
them as a fait accompli. We have a duty to foresee where the various alternatives
could lead us and anticipate the potential upsides and downsides rather than be-
ing surprised and upset by them after the fact, once it is too late to move away
from the already-deployed technology.

We are at the stage where a new universe is being created and its laws of
physics are being written. This new universe, the financial infrastructure of the
digital society, will become a digital commons of fundamental importance and we
must carefully ensure we end up with desirable properties for it. Desirable and
fair, that is, for all the citizens who will have to live in it, including the digitally
illiterate and those struggling in the bottom portion of the wealth curve.
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